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34ecb OCyLEeCTBAAIOTCA HACTPOWKK Be3onacHol paboTbl B UHTEpHETE

KountpoJs 3arpy3ok (Download Insight)

O06nayHO-CcUTHATYpHAs TEXHOJIOTHs OOHApyKeHUs! yrpo3 rpu padore B uHTepHete. [To3Boser
6moxupoBath oyt 100% 3arpy’kaemMbIX BpeTOHOCHBIX (DailJIOB C MOMOIIIBIO PEIyTallHOHHBIX



texHosorui Insight. Bepnukr ¢aiiny BEBIHOCHTCS IO pe3yabTaTaM aHaJIN3a KOMILIEKCa
(axTOPOB: MOIO3PUTEIIEH JIM HCTOUHHK 3arpy3KH; KOJMUECTBO Mosb3oBateneil Norton Insight,
MCTOJIb30BABIINX (hailsl, UX OLEHKA YPOBHS HAJAECKHOCTH (paiina; mmena Jin MECTO
MOI03pUTEINIbHASL AKTUBHOCTH (paiiyia (Ha OCHOBE JaHHBIX, coOnpaeMbix SONAR); umeercs nmu
ugpoBasi MOANUCH U JaHHBIE, JOCTOBEPHO HICHTU(OUIUPYONIUE pa3padoTUMKa MPHIIOKEHHS,
JABHOCTH BBIITYCKa MPpHIIoKeHUs1. Heo0X01MMO 3aMeTHTbh, YTO YHCIIO JIOKHBIX CpadaThIBAaHUN
Download Insight crpemuTcs k Hymro Oaronaps ydactuio B cetr Insight coreH MHIUTMOHOB
M0JIb30BATENIeH — 3TO KpyIHEWIast ob6adHas ceTh B cpepe 0e301macHOCTH B MUPE.

B gactu nognepxku Opay3epoB ocyniecTBisieTcs moyiHas nmoanepxkka Internet Explorer u
Mozilla Firefox. Ho koHTposs 3arpy30k paboTaeT u B Ipyrux Beaynux opaysepax (Opera,
Chrome, Safari) — mpocTto aHanM3 MPOUCXOTUT HE B TIPOLIECCE HITH O Pe3yJIbTaTaM 3arpy3KH, a
MIpU 3aIrycke 3arpykennoro ¢aiina. [Togaepxkoii OpayzepoB Download Insight ne
OTPaHUYHBACTCS.

st 6os1ee cTapbix Bepceuii Norton Internet Security.

OTKpbiBaeM naHenb ynpasnaeHus NIS (Yepes MycK nam ABOMHBIM LLENTYKOM B TPEE HA COOTBECTBYHOLLLEN

NKOHKe).
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e Norton
Protaction Center Internet Security
' Subscription: 30 days remaining.
I‘\%I Tasks & Scans
Settings
Web Browsing j
A‘t R|5k Personal Firewall On
Intrusion Prevention On
Spyware Protection On
Phishing Protection On

E'x NOW Email & Messaging

Quick Links Qutgoing Email Scanning

Help Incoming Email Scanning Cn
Instant Messenger Scanning No program installed

Quick Tasks

Run Livellpdate Additional Options

Scan Mow Wirus and Spyware Protection Options

View History Internet Security and Firewall Options i

B%l Reports 8 Statistics

¢~ Support

nepexoanm B Norton Internet Security - Settings - Internet Options and Firewall Options:



orto Ate =t Securr EE!Z!
Internet Security and Firewall Options Help
System

SYSTEM: General Settings
General Settings
Personal Frewall Protect my product
General Settings |7 Tum on protection for my Symantec product {(recommended)

Program Cortrol

Trust Cortrol e

Advanced Settings - Show Morton Intemet Security in the System Tray

Intrusion Prevention
General Settings
AutoBlock

Livellpdate
General Settings

Security Inspector

General Settings

(o< ) comcel  PageDefaut

2

MNepexoaum B Personal Firewall - General Settings n Bbibupaem "Ask me what to do" (4to6b1 Haw NIS
6e3 Hawero Begoma Huyero 610Kknposan), nmbo «off» (UTobbl oTKNOUNTL daitepBonn).



PERSONAL FIREWALL - General Settings
General Settings

Frewall Protection
Personal Rrewall

® Op fecommended)  © OF
General Settings

Program Control Frewall Processing

Trust Cortrol How to respond when a program attempts to communicate with the Intemet

'S ) )

Advanced Settings Automatically decide what to do recommended)

10 Aslc me what to do

Intrusion Prevention
General Settings |7 Automatically customize Intemet access settings for comman programs
AutoBlock

Livelpdate

Genersl Setings Confawre. Confuee. |

Security Inspector

I_ Tum on program launch monitoring

General Settings

|_ Tum on program component monitoring

Internet Security and Firewall Options Help
System

o) gmon J (pme

De

faut

Mepexoaum B 3aknaaky "Advanced Settings" n *)kmem Ha KHonKy "Configure"




General Settings

Personal Frewall
General Settings

Program Control

Trust Control

Intrusion Prevention
General Settings
AutoBlock

Livellpdate
General Settings

Security Inspector

General Settings

= B 5
. Internet Securlty and Firewall Options

PERSONAL FIREWALL : Advanced Settings

General Rules

General Rules provide basic network functionality and protect your computer from known Intemet
risks. These rules apply to all Intemet applications.

.cugﬁg.n:_

Port Stealthing

Ensures that blocked and inactive ports do not respond to connection attempts.

[¥ Steatth Blocked Ports

5
2

S —




& MNorton Internet Security =] & |[=3]

General Rules Help

These rnules determine how the firewall handles connections for all the programs on your computer. A rule that
appears above other rules in the list overides those niles.

Description

v Ql i Default Inbound ICMP
Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocal: ICMP

v g ', ﬁ Default Outbound ICMP
Allow, Direction: Outbound, Computer: Any, Communications: Any, Protocol: ICMP

v |:1‘ Default Inbound NetBIOS
Block, Direction: Inbound, Computer: Amy, Communications: Specific, Protocal: UDP

r r_;“ Default Inbound NetBIOS Name
Block, Direction: Inbound, Computer: Amy, Communications: Specific, Protocal: UDP

Default Inbound Loopback
[v g*—ji Allow, Direction: Inbound, Computer: Specific, Communications: Any, Protocol; TCP
and LIDF

=]

Add... Iodify Remove i

=]
(11

I
=]
o

12
e

Ok Cancel

34ecb Mbl MOXKeEM HaWTM CNUCOK npasua, NCNOJIb3yeMblIX d)ai/'lepBonnom, ,£I,O6aBMTb, N3MEHUTDb U
YO3a/INTb TO UM MHOE NPaBuUno.

Norton 360 4.0

FnasHoe okHo Norton 360 4.0



Tasks Settings My Account ProductFeedback Help & Support

Protecisd

L0 &

PC Security Identity Protection Backup PC Tuneup
Protected Protected Protected Protected
5 s You are secured for online You need to set up backup Your PC is tuned up for
View Details : : 7
shopping and banking. to protect your files from everyday computing.
Run Scans

loss and disaster.
Run LiveUpdate

Manage Firewall

Run Norton Insight

Definitions Update: 1 minute ago »

Run LiveUpdate ScanNow Get Support

Trial Period Status: 7 days remaining

B pasgene HacTpoiikn BcTpoeHHoro gaepBosa (Manage Firewall) moxHO ynpaBaaTb npasuaamm
dunbTpaummn TpaduKa AN KaxKL0ro NpunoxKeHus. JaHHbl GYHKUMOHAN NO3BO/ISET KOHTPOIMPOBATbL
CEeTeBYIO aKTUBHOCTb NPUJIOKEHWIA



@) Norton 360

Norton 360 = Settings

Tasks  Settings My Account Product Feedback  Help & Support

5 Firewall Use Defaults
Frogram Rules Traffic Rules Intrusion and Browser Protection | Advanced Settings
Smart Firewall —_— On ?
Uncommaon Frotocals Configure [+] ?
Firewall Reset Reset [+] ?
Stealth Blocked Ports = an ?
Stateful Protocol Filter — an ?
Altormatic FilefFrinter Sharing Contral [—1 on ?
Block All Network Traffic == Unblocked ?

Hacrpoiika Firewall BRITTISAUT OUeHb TPOCTO M HE BBI3BIBAET CIIOKHOCTEH Y TIOJIH30BATEIS.
JlaHHO€ OKHO JIeNIUTCS Ha MSTh BKIAJIOK:

o General Settings - oOcHOBHbBIC HACTPOMKH;

e Program Rules - mpaBuia ajst mporpamm;

o Traffic Rules - npaBuna unsTparuu Tpaduka;

e Intrusion and Browser Protection - 3amuTta 0T BTOpXKECHHI;
e Advanced Settings - pacuiupeHnHbie HACTPOHKH.

Pasnen General Settings comepxut ocHOBHBIE HacTpoiiku Firewall, KOTOpbIE MOKHO JIETKO
M3MEHHUTh OJIHUM HaxkaTheM Kiasuiii. Ha Bkiagke Program Rules HaxoasTcst HacTpoOiKu
MPaBUI QUIBTPAIMH ISl HAIIKX TPUIOKEHUH, KOTOPBIE 3aITyCKAIOTCS HA KOMITBIOTEpE:



Norton 360 = Settings

Tasks Settings My Account Product Feedback  Help & Support

% Firewall
General Settings Traffic Rules | Intrusion and Browser Protection | Advanced Settings |

Create custom Internet access for individual programs.

Program Access

Genetic Host Process for Win3z2 Services
Auto
= CHWINDOWS system32svchost, exe _n
“ Internet Explorer auto
L C:\Program FilestInternet Exploreriexplore. exe _n
[ Adld ] [ Modify ] [ Remove ] [ Rename ]

B nactpoiikax daepBoaa Norton 360 4.0 npucyTcTByeT BO3MOKHOCTb BPYUHYIO T0OABIIATH,
U3MEHSITh, YIAIATh UM IepEeMMEHOBBIBATh MpaBuiia GMILTPAIIMN B COOTBETCTBUHU C HAILIUMU
MOTPEOHOCTSAMH.

Bkuanka Traffic Rules mpenocrasisier Ham BO3MOKHOCTh H3MEHEHUS, T00ABICHNUS, YIAICHUS
caMUX MPaBWI PHIBTPALIMU, KOTOPHIE UCIOJIB3YIOTCS JJIs HAIIUX TPOTPAMM:



Norton 360 | Settings

Tasks Settings My Account ProductFeedback  Help & Support

% Firewall

| General Settings Frogram Rules Traffic Rules Intrusion and Browser Protection | Advanced Settings

These rules determine how the firewall handles connections for all the programs on your computer. A rule that appears above other
rules in the list overrides those rules.

v Description e
g [Eé Default Allow Specific Inbound [CMP
] Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP

=) ..[E:J Default Allow Specific Outhound [CWP
v | Sy

Allowi, Direction; Quthound, Computer: Any, Communications: Specific, Protocal: ICWMP

g Eé Default Allow Inbaund NetBIOS (Shared Metwarks)
E Allow, Direction: Inbound, Camputer: Local subnet, Communications: Specific, Protocal: UDP

[=]) EJ Default Block Inbound MetBIOS
v | Bl

Block, Direction: Inhound, Camputer: Any, Cammunications: Specific, Protocal: UDP

g [Eé Default Allow Inbound MetBIOS Mame (Shared Metwarks)
B Allowi, Direction: Inbound, Computer; Local subnet, Communications: Specific, Protocal; UDP

.| B Ciofailt Olarl nhaimed RStOICS blgm e b/

Lot ] L vew ] o] |t |z

mETn TR TR

[Tpu BBIOOpE MpaBUIa ¥ HAKATHU KHOTIKK VIEW Mepel HAMU MOSIBUTCS PACIIMPEHHOE OTIMCaHKE
MpaBHJIa U BO3MOXHOCTh €r0 HAaCTPOHKHU. PaccMOTpUM JaHHYIO BO3MOXKHOCTh Ha IIpUMEpE
npasuia s Bxozsamero ICMP tpaduka (Default Allow Specific Inbound ICMP).

Z[aHHoe OKOIIKO I USMCHCHU IIpaBuJia ACIUTCA Ha IECTh BKIAJOK:

e Action — aeiicTBus;

e Connections — NOAKIOYEHHS;

e Computers — KOMITbIOTEPHI;

e Communications — B3auMo 1eliCTBHS;

e Advanced — 1omoHUTEIbHBIIA HACTPONKH;
e Description — onmcanmue.

PaccMOTprM KaXkIyro M3 BKIAJOK OTAeabHO. Bo Bkiamke ACtion MOXHO BHIOpaTh IeiCTBHE,
KoTopoe OyJeT mpuMeHeHo MpH cpadatbiBanuu AanHoro npasuia (Allow, Block, Monitor).



View Rule

m Zonnections Computers Zommunications Advanced Description

Do wou wwant to block, allow, or monitor a new connection?

(®  Allow: Allow connections that match this rule.
) Block: Do not allow connections that match this rule.
() Monitor: Lag connections that match this rule. This lets you monitor the number of times this rule is used.

Lok | Cancel

Ha Bxnanke Connections aesaeTcst BBIOOP THITA COSTUHEHUS, KOTOPOE MbI pa3periacM Uiin
OJIOKHpYyeM.

[©

View Rule

Connections Computers Communications Advanced Description

‘What type of connection do you want to allow ?

() Cannections to ather computers
Type of connection made by maost Internet-enabled applications. Also called authound connections.

Connections from other computers

Twpe of connection typical of 3 server application such as a'Web server or FTF server. Also called inbound
connections.

) Connections to and from other computers
Sorme applications utilize hoth type of connections {inhound and authound).




31eck BEIOMpAETCSI MPOTOKOJL, U THIT B3AaUMOJICHCTBHSI TSI KOTOPOTO paboTaeT JaHHOE MIPABHIIO.

© x|

View Rule

| Artion | Connections Computers Coammunications Advanced Diescription

The protocal you want to allow:

What types of cammunicatian, ar ports, do vou want to allow ?

dest (command 3

echa {cammand 0)

Bo Bknagke Advanced mMokHO BblIBpaTb ONUUIO ANA 3aNMCK cObbITUA B 10T NpW cpabaTbiBaHUU AaHHOTO
NpPaBWANa, a TaK ke BO3MOXHOCTb HAaCTPOMKM NpaBuia NpU NPOXoXKaeHUN nakeTa yepes NAT.



View Rule

| Action | Zonnections Computers Zommunications w

When a connection matches a rale:

Create g Security History lag entry

When packet is from MAT traversal (e.q. Teredo):

Norton =]

from symantec

U B mocnenneit Briiaake Description MoxHO Mpu JKeJlaHUKM H3MEHUTD OMTUCAHUE MIPABHUIIA.

[Tpu nobGaBieHnn cOOCTBEHHOTO TTPaBMIIa, KOTOPOE MOYKHO CO3IaTh MO HaXKaTHIO Ha KHOMKY Ad
na Biiagke Traffic Rules, Bei3biBacTes cnienmanbhblii Mactep. OH MO3BOJISET MOIIArOBO CO3/1aTh
IIPABHJIO TI0 TEM K€ KPUTEPHUSAM, KOTOPBIC MbI OIIMCAIIN BBIIIIC.



Cnepytolwas BKagKa B HacTponkax ¢paepson - 31o Intrusion and Browser Protection. 31a BKnagkKa
NMO3BONAET HACTPOUTDL 3aLUNTY OT BTOPKEHUMN.

@ Norton 360

Norton 360 | Settings

Tasks  Settings My Account Product Feedback  Help & Support

& Firewall Use Defaults

| General Settings Frogram Rules Traffic Rules trusion anc " Pro (B Advanced Settings

Intrusion Prevention

Intrusion AutoBlock Canfigure [+
Intrusion Signatures Configure [+]
Matifications [— | an
Browser Protection = an ?
Download Intelligence [— on ?
Download Insight Motifications [—— on
Download Insight Full Report C == Unproven Only

3amuTa ot BropskeHuit B Norton 360 4.0 mocTpoeHa Ha OCHOBE 3apaHee CO3AaHHbIX CUTHATYP
CETEBBIX aTaK U MOJCYEeTa PEUTHHIa JJIs 3arpy>KaeMbIX MPUIIOKEHUH. ITO MO3BOJISIET B
pealbHOM BPEMEHH 3alUIIATh MOJB30BaTENsI OT BPEJOHOCHBIX JICHCTBUH.

ITocnennss BkiIagka B HaCTPOﬁKaX Firewall MMpEeaAOCTABJIACT I10JIb30BATCIIIO PACIHUPCHHBIC
HaCTpOﬁKH KOHTPOJIAA CUCTCMBI.
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5 Firewall Use Defaults
| General Settings | Frogram Rules Traffic Rules Intrusion and Browser Protection @ ETald=Ts =1 gl E
Automatic Program Control [— on ?
Automatic Learn [Py MAT Traversal Traffic — an ?
Advanced Events Monitoring = Off ?

Frogram Compaonent
Frogram Launch
Cammand Line Execution
Code Injection

Window Messages
Direct MNetwork Access
Active Deskiop Change

Key Logger Monitor
SO Contral




